
Process descriptions for the creation / processing of a 
permanent import and export permit (DEAG) for external 

person 
[As of 14.06.2024] 

Hotline: In case of application errors or questions, please contact the IS Service Desk for Security System in 
Ludwigshafen at +49 621 60 77577 (selection 3 – 6) / IS-Application-ServiceDesk@basf.com 

 

 

Hint: 
Since this is personal data, every employee who is in possession of a 

permanent ID Card for BASF SE must enter the permanent import and export 

permit (DEAG for short) in the "Security System" portal himself. 

 
Information for users: 
Supported operating systems/browsers: 

- Unfortunately, Apple Safari is not supported by the manufacturer, so there may be errors in the 
display. 
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1. How do I log in with my access data? 

 
After you have received the mail from external-profile-management@basf.com that your access has been set 
up, you can use it when logging in to the portal. 
If you follow the instructions in this registration email, you will gain access to the "Security System" portal. 

 
 

Step 1 
To do this, open the link: Smart 
ID Self-Service (basf.com) 

 
 

Now this website opens. 
Click on "Login with single sign-on". 
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Step 2 
Click "Cancel" in the certificate selector. 
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Step 3 
Enter your own email address and password here. Now click on 
"Logon". 

 

 
 

 
Step 4 
Click on "External Identities Two-Step Verification". 

 

 
  
  

mailto:IS-Application-ServiceDesk@basf.com


Process descriptions for the preparation / processing of a 
permanent import and export permit (DEAG) for 

external persons 
[As of 14.06.2024] 

Hotline: In case of application errors or questions, please contact the IS Service Desk for Security System in 
Ludwigshafen at +49 621 60 77577 (selection 3 – 6) / IS-Application-ServiceDesk@basf.com 

 

 

 5 

You will now receive a “One Time Password” by e-mail 
 

 
 

Step 5 
Enter this password. 
Then click on “Sign in”. 
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2. Creation of a new DEAG (permanent import and export permit) 

Step 1 
To create / edit your permanent import and export permit (DEAG), please click on the button 
Create Approval. 
 
IMPORTANT: Each person can only deposit ONE permit on the permanent pass. 

 
 

Step 1 
Click Create Approval. 
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Step 2 
Fill in at least all the fields marked by the arrow". 
After that, click on "Next". 

IMPORTANT: Approval is only required as long as your employment with BASF continues. The maximum date 
of application plus 2 years is set. If the operation continues, a 
extension (see step "Extension"). 

 

The data about yourself is automatically drawn with the login and can NOT be changed. If data is 
incorrect, your employee profile must be adjusted by the dispatcher responsible for you. 

 
The application date is used to calculate the time limit of the permit. 
Reason for request: Here you can enter the reason why the permit is needed. A description can help 
the approver make a decision. 

 
If you want to end the process, click on Cancel and all data will be deleted until the next new DEAG 
creation. 
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Step 3 
This window will open. Now you can start recording the materials and tools, IT equipment or accessories to be 
imported and exported. 
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Step 4 
Click Add Item . 

 
 

Up to 10 individual items can be listed here. They should be described well and comprehensibly. If the 
device has a serial or inventory number, this must be indicated. 

Click Save. 

 
 

IMPORTANT: The items are recorded individually, i.e. after each entry the entry must be saved. 
 

After the items have been recorded, they are listed in the overview. 
You now have the option of either "adding more items", "adding a document" or proceeding to the "approval 
process". 
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Step 5 
Click on "Add Item" to add more items. 

 

See Step 4 
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Step 6 
By pressing the "Add document" button, you have the option of storing a list on which all items are listed. 

 
 

This list is not subject to any format or limitation. You can also assign names for traceability. 

 

 

To upload the file, you need to click on the arrow and select the appropriate document in your Explorer. As 
proof that the upload has worked, you can see  the check mark and the 
"File exists". 
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Step 7 
If you are not yet finished with the registration and may be able to If data for the final edit is missing, you can 
save the pre-recorded approval as "Draft". 

 
 

 
You will be taken back to the home screen. 
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Step 8 
To proceed with the processing, click on "Requests" and then on "Requester Approval". 
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Step 9 
You will now see the status of the approval. Click 
on "Possible Action". 
Now you can choose how you want to proceed. 
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Step 10 
When the DEAG list is complete, click on "Forward DEAG approval" to forward it to the respective office. 
 

 
 

The following window will open. Here you can see the data and the overview of the stored items. 
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Step 11 
Scroll to the bottom. 

Now you can select the dates of the approval – i.e. You deposit the responsible person who has commissioned 
you and can understand that the stored materials and objects are necessary for the fulfilment of the order. If 
traceability is not guaranteed, the approver reserves the right to reject your application. 

 
Click Find Internal Approver. 

 

Enter all data (surname, first name, possibly e-mail address). Then click on "Search". 
You will be shown all search results that are available to you, i.e. exclusively BASF internal persons. 
 

Select the person with one click. Then click on "Apply". 
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Step 12 
The data has now been transferred (grey background). If a change needs to be made, click the Find 
Internal Approver button again. 

Before the approval can be forwarded, the checkmark "Geneh. has been informed". 
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Step 13 
After you have checked and filled in all the data, click on the button 
Forward to approver. 

 
 
 

When the application is submitted, the status changes from "in registration" to "to approve”" 
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Step 14 
After the application has been sent to the approver, you as the requester and the approver will receive an email 
that something needs to be done. 
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Step 15 
With the positive decision by your contact person, you will be informed again by e-mail about the changed 
status. 
You can also view this in the Self Service Portal. Overview 

 Applications  Requestor Approval 

 
 

You are now entitled to import and export the items and tools you have deposited. An inspection by the 
plant security staff is always to be expected. Therefore, please keep the permit ALWAYS up to date. 
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3. Processing of an existing DEAG (permanent import and export permit) 

If you need to make changes or renew an authorization that has already been stored, you have two options for 
switching to edit mode. 

 
Step 1 
Click on "Overview" and "Create Approval." 
 

 
 

The following window will open. 
Click on "Requester Approval" 
A new window will open. Sign in again. 
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Click on "Requests" and "Requester Approval". 
 

 

You will now see the DEAG that has already been approved for you, which can be edited and/or 
extended. To do this, click on the "Possible actions" button: 
Click on "Edit/Extend DEAG. 
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Step 2 
The fixed-term date can be set here. 

 
IMPORTANT: Approval is only required as long as your employment with BASF continues. The maximum date 
of application plus 2 years is set. If the assignment continues, an extension must be requested. 

 
Now click on "Next". 
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Step 3 
You don't want to change any dates, just change the fixed-term date. Then click on "Go to the approval process". 
 

 
 
 

The approval can be forwarded to the stored approver with the adjusted fixed-term date –  it is again important 
that the tick is ticked "Approved. has been informed". 
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If your contact person / approver has changed in the meantime, you can change it using the "Find internal approver" 
button. 
 

 
Enter all data (surname, first name, possibly e-mail address). Then click on "Search". 
You will be shown all search results that are available to you, i.e. exclusively BASF internal persons. 
 

 

By selecting the line, select the person and confirm the selection by clicking the button 
"Apply" 
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Step 4 
After the correct contact person has been selected, please remember that the 
"Approver has been informed", otherwise the application is incorrect and cannot be completed. 
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Step 5 
After the final check of all the data you have entered, click on "Forward to approver". You as the applicant as 
well as the approver will be informed by email that something needs to be done. 
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Step 6 
With the positive decision by your contact person, you will be informed again by e-mail about the changed 
status. 
You can also view this in the Self Service Portal Overview  Requests 

 Requesting DEAG Permits  

 
 

You are now entitled to import and export the items and tools you have deposited. An inspection by the 
plant security staff is always to be expected. Therefore, please keep the permit ALWAYS up to date. 
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4. Deletion of an existing DEAG (permanent import and export permit) 

The DEAG list is no longer needed and you want to remove it from the system. 

Step 1 
Click on "Dashboard" and "DEAG Create Permit." 

 
 

The following window will open. 
Click on "Requester Approval". 
 

 
 

A new window will open. Sign in again. 
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Or via "Requests" and "Requester Approval." 
 

 
 

You will now see the DEAG that has already been approved for you, which can be 
deleted. To do this, click on the "Possible actions" button: 
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Step 2 
If the DEAG is no longer needed or is outdated, you can now delete it from your ID card. 
Click on "Possible actions" and on "Delete approval". 
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Step 3 
Click on "Yes" to delete the DEAG. With the confirmation of whether the deletion is actually ok, it will be 
irrevocably removed from your ID. 
 

 
 

You can see the confirmation that the process has been executed correctly both by the notice message: 
 

 

and the fact that DEAG is no longer listed in the overview of your applications: 

 

i  
 

i 
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